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Data Breaches: How Secure Are You?

In recent weeks, there have been news reports about massive data 
breaches in the country with the personal data of millions of individuals 
being compromised. 

Data breach is considered a gross violation of the Personal Data 
Protection Act 2010 (“the PDPA”). Data protection principles under the 
PDPA, specifically the Security Principle — which imposes an 
obligation on users of personal data (i.e. data users) to take practical 
steps to protect personal data from any loss, misuse, modification, 
unauthorised or accidental access or disclosure, alteration or 
destruction — would clearly have been contravened in this regard. 
Further, it is highly likely that any data breach would mean that the 
Personal Data Protection Standards 2015 (“the PDP Standards”), 
which set out security standards for personal data processed 
electronically and non-electronically, would also have been violated.

With respect to the PDP Standards, for electronic processing of 
personal data, the Security Standards state that data users must, 
among others, establish physical security procedures (for example, by 
controlling the movement in and out of a data storage site, storing 
personal data in an appropriate location, providing CCTV at a storage 
site (if necessary)) and safeguard computer systems from malware 
threats to prevent attacks on personal data. For non-electronic 
processing of personal data, the Security Standards provide that data 
users must, among others, record personal data transferred 
conventionally (for example, through methods such as hand delivery, 
mail and fax) and ensure that all used papers, printed documents or 
other documents exhibiting personal data are destroyed thoroughly 
and efficiently by using shredding machines or other appropriate 
methods.

It is also to be noted that in today’s business environment, the 
outsourcing of non-core functions (for example, IT services and 
customer relationship management) is a common practice. For this 
reason, data users who outsource functions to third parties that 
process personal data on their behalf (i.e. data processors) must 
ensure that any outsourcing arrangements comply with the PDPA and 
the PDP Standards. This is because the obligations under the PDPA 
and the PDP Standards are imposed specifically on data users, and in 
the event a data breach is caused by data processors, the party liable 
under the PDPA would, regardless, be the data users, and not the 
data processors.   

In the wake of such data breach incidents, it is highly recommended 
that a data user conducts thorough assessments of its personal data 



protection policies and practices, including assessing whether the 
policies and practices are in compliance with the PDPA and the PDP 
Standards. This is particularly so for data users in sectors that deal 
with huge amounts of personal data such as telecommunications, 
tourism and hospitalities, health, banking and insurance. 

Data users found to have contravened the principles of the PDPA 
could be liable to a fine of up to RM300,000 or to imprisonment for a 
maximum term of two years, or both.

Chris Lim Sor Yeung

If you have any queries or would like to know more about the PDPA, 
please do not hesitate to contact the author or her team partner Ms 
Adlin Abdul Majid (aam@lh-ag.com).
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