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Cryptocurrency and AMLA

Cryptocurrency is a digital currency in which encryption techniques 
(the process of converting data into code) are used to regulate the 
generation of units of currency and verify the transfer of funds. It relies 
on cryptography for chaining together digital signatures of token 
transfers with security and integrity across peer-to-peer networks and 
decentralised data. In short, cryptocurrency exists only in the digital 
realm and there is no physical coin or paper note. In Malaysia, only 

currency notes and coins issued by Bank Negara Malaysia
[1]

 can be 

legal tender.
[2]

The greatest controversy with cryptocurrency is that it runs 
independently of central banks and governments, rendering it 
theoretically immune to government interference or regulation.

Cryptocurrency is said to be vulnerable to terrorist financing risks, 
money laundering and fraudulent activities given the anonymous 
nature of the transactions and the ease of raising a large amount of 

money in a short period of time.
[3]

The primary legislation in Malaysia governing anti-money laundering 
and counter financing of terrorism is the Anti-Money Laundering, Anti-
Terrorism Financing and Proceeds of Unlawful Activities Act 2001 
(“AMLA”). On 5 October 2017, the governor of Bank Negara 
announced that it would be issuing guidelines on cryptocurrency by 

the end of the year.
[4]

 A month later, Bank Negara announced a 
proposal to make each person or entity providing the services of 
digital currency exchange a “reporting institution” under the AMLA, 

with effect from 2018.
[5]

Reporting institutions are required by law to take measures to prevent 
their institutions from being used as a conduit for money laundering 
and terrorism financing activities. These announcements are in stark 
contrast with Bank Negara’s earlier statement on cryptocurrency 
issued on 3 January 2014, announcing that bitcoin (a cryptocurrency) 
was not recognised as legal tender in Malaysia and that it did not 

regulate the operations of bitcoin.
[6]

Bank Negara appears to be following the lead taken by the US, Japan 
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and the UK in exploring possible regulatory measures to control the 
use and the growth of cryptocurrency in the hope of safeguarding the 
fiscal and monetary policies of the country. 

Quite clearly, a blanket ban on cryptocurrency will not halt its usage 
and increasing popularity. It remains to be seen how cryptocurrency 
can be regulated within the existing framework of the AMLA and 
whether some other measures will be necessary.

Lo Yien Peng

If you have any queries, please do not hesitate to contact the author 
or her team partner, Ms Ooi Bee Hong (obh@lh-ag.com).
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