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1 The Personal Data Protection Act 2010 (“PDPA”) came into force on 15 November 2013.
2 “Data user” is defined under s 2 of the PDPA as “a person who either alone or jointly or in common with other persons processes any personal data or 

has control over or authorizes the processing of any personal data, but does not include a data processor”.
3 “Processing” is defined under s 4 of the PDPA as:

“collecting, recording, holding or storing the personal data or carrying out any operation or set of operations on the personal data, including: 
(a) the organization, adaptation or alteration of personal data;
(b) the retrieval, consultation or use of personal data;
(c) (c) the disclosure of personal data by transmission, transfer, dissemination or otherwise making available; or
(d) the alignment, combination, correction, erasure or destruction of personal data”

4 “Commercial transactions” is defined under s 4 as:
“any transaction of a commercial nature, whether contractual or not, which includes any matters relating to the supply or exchange of goods or 
services, agency, investments, financing, banking and insurance, but does not include a credit reporting business carried out by a credit reporting 
agency under the Credit Reporting Agencies Act 2010

5 “Data subject” is defined under s 2 of the PDPA as “any individual who is the subject of the personal data”.
6 Division 1 of Part II of the PDPA sets out the following seven data protection principles:

(a) the General Principle (s 6);
(b) the Notice and Choice Principle (s 7);
(c) the Disclosure Principle (s 8);
(d) the Security Principle (s 9);
(e) the Retention Principle (s 10); 
(f) the Data Integrity Principle (s 11); and
(g) the Access Principle (s 12).

7 PDPA, s 5(2)
8 PDPA, s 6
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The enforcement of the Personal Data Protection Act 2010 
(PDPA)1 in Malaysia has introduced certain obligations on 
“data users”2 in processing3 personal data. Its application 
to employer-employee relationships is by virtue of 
commercial transactions being defined under the PDPA to 
include any transaction of a commercial nature, whether 
contractual or not, relating to the supply or exchange of 
service.4

 
Under the PDPA, the employer is usually the data user 
while the employee, the data subject.5 Employers should 
review current practices and employment contracts to 
ensure that necessary mechanisms and processes are 

implemented in compliance with the seven principles of 
the PDPA. The data protection principles6 that shall be 
observed by the employer may vary at each stage of the 
employer-employee relationship and compliance of those 
principles by the employer should commence during 
the recruitment stage. Failure to take practical steps to 
comply with the data protection principles amounts to an 
offence and, upon conviction, the employer as the data 
user shall be liable to a fine not exceeding RM300,000 
or to imprisonment for a term not exceeding two years, 
or to both.7

Personal data vs sensitive personal data
The PDPA provides for more stringent conditions to be 
observed by employers in collecting, storing, using, 
disclosing or otherwise processing sensitive personal 
data as compared to that of processing personal data. 
While the General Principle8 requires employers to obtain 
consent from the employees when collecting personal 
data, explicit consent is required for the processing of 
sensitive personal data. This suggests that consent for 
processing sensitive personal data should be expressly 
clear and unambiguous.
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Personal data includes personal information about 
a person in respect of a commercial transaction that 
identifies a person directly or indirectly,9 whereas 
sensitive personal data is defined under the PDPA as 
personal data consisting of information as to the “physical 
or mental health or condition of the data subject, his 
political opinions, his religious beliefs or other beliefs of 
a similar nature, the commission or alleged commission 
by him of any offence”.10 Personal data processed wholly 
or partly by electronic means and personal data recorded 
or intended to be recorded as part of manual filing and 
recordkeeping systems both fall under the purview of the 
PDPA 2010.11 The common personal data and sensitive 
personal data that employers usually process are listed in 
the table below:

Personal data Sensitive personal data

Name Religion

Home address Criminal background

NRIC number Physical handicap

Gender Medical history

Expression of opinion about the 
employee

Photograph

Bank account details

Exceptionally, the processing of sensitive personal data 
without explicit consent is permitted where the processing 
is necessary under certain circumstances.12 For example, 
employers may rely on the necessity to process sensitive 
personal data for the purpose of exercising or performing 
any right or obligation which is conferred or imposed by 
law in connection with employment,13 e.g. the obligation 
imposed under the Occupational Safety and Health Act 
1994.14

During the recruitment stage
Processing of employees’ personal data begins at the 
recruitment stage when employers collect and use 
information about potential employees provided in 
their employment application forms. It is important for 
employers to bear in mind that the fundamental purpose 
of collecting the applicants’ personal data at this stage 
is for the purposes of assessing the application and 
the collection of information must be adequate and not 
excessive in relation to the purpose that it is collected 
for.15 In doing so, employers must evaluate and determine 
what information is necessary for the performance of 
the contract of employment and avoid excessive data 
collection.

9 Section 4 of the PDPA defines “personal data” as “any information in respect of commercial transactions, which:
(a) is being processed wholly or partly by means of equipment operating automatically in response to instructions given for that purpose;
(b) is recorded with the intention that it should wholly or partly be processed by means of such equipment; or
(c) is recorded as part of a relevant filing system or with the intention that it should form part of a relevant filing system,
 That relates directly or indirectly to a data subject, who is identified or identifiable from that information or from that and other information in 

the possession of a data user, including any sensitive personal data and expression of opinion about the data subject; but does not include 
any information that is processed for the purpose of a credit reporting business carried on by a credit reporting agency under the Credit 
Reporting Agencies Act 2010.

10 Ibid 
11 Ibid
12 PDPA, s 40(1)(b)
13 PDPA, s 40(1)(b)(i)
14 Section 15(1) states: 

“It shall be the duty of every employer and every self-employed person to ensure, so far as is practicable, the safety, health and welfare to work 
of all his employees.”

15 PDPA, s 6(3)
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16 PDPA, s 7
17 PDPA, s 10 
18 PDPA, s 7
19 Ibid, s 30
20 Id, s 34

Information on the applicant’s religion, height, weight 
and pregnancy details may be considered excessive 
information, unless such information is required for 
the purpose of assessing the application. For example, 
pregnancy details may be collected in an application for 
the position of a flight attendant for the obvious reason 
that such information is required to assess the health 
risk posed to the applicant due to the nature of the job. 
If sensitive personal data is required at a later stage for 
another purpose, employers should only collect those 
information when they are required. Regardless of the 
applicant’s consent, employers are prohibited under the 
PDPA from processing excessive information. 

In compliance with the Notice and Choice Principle,16 
employers should have a PDPA notice in place which 
sets out, among other things, a description of the personal 
data to be collected (i.e. name, NRIC number, date and 
place of birth, gender, photograph, etc.), the purposes 
for which the personal data is collected or to be further 
processed (i.e. to process employment applications, to 
process staff ID, to determine and review salaries, etc.) 
and the third parties to whom the employer discloses or 
may disclose the personal data (third parties to whom 
the organization outsources its internal functions, i.e. 
recruitment agencies, human resource management or 
administration services, etc.). Ideally, the PDPA notice 
must be brought to the attention of the applicants at the 
time their personal data is being collected and can be 
done at the interview stage.

Unsuccessful applicants 
As personal data shall not be retained for longer than is 
necessary to fulfil the purpose for which it was collected, 
employers are required to destroy recruitment records of 
unsuccessful applicants.17 Employers as data users must 
be clear about the length of time for which employment 
records comprising personal data and sensitive personal 
data of employees are retained and why the information 
is retained. If it is the practice of the organization to retain 
recruitment records for future vacancies, employers shall 
ensure that consent of the applicant is obtained and the 
applicants have the option of opting out of this. Employers 
ought to establish a clear policy for retention of recruitment 
records depending on the operational requirement of 
each organization, and applicants are to be notified of 
such policies. For example, employers may establish a 
retention policy for the purpose of defending potential 
legal claims which may be made in the future.

During employment
Upon hiring an employee, the processing of the 
employee’s personal data would involve collecting and 
holding his employment records. It is good practice to 
attach the organization’s PDPA notice together with the 
Letter of Offer to inform new employees of the nature and 
source of any information stored about them, how it will 
be used and who it will be disclosed to, as well as their 
rights under the PDPA.18 Employees should also be made 
aware of their right of access19 to the information kept upon 
them and be able to correct20 their personal data where 
the personal data is inaccurate, incomplete, misleading or 
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not up to date, except when compliance with a request for 
such access or correction is refused under the PDPA.21 

In managing data access requests, employers should 
provide a facility to enable employees to be given 
access to their information to facilitate the correction of 
any inaccuracies, incomplete information, misleading 
information or information that is not up to date. Upon 
receiving a data access request, employers shall comply 
within a strict timeline of 21 days.22 However, employers 
are exempted from complying with a data access request 
under certain circumstances,23 including where employers 
are not satisfied that the personal data in relation to 
the data correction request is inaccurate, incomplete, 
misleading or not up to date.

It is the duty of employers to take reasonable steps to 
ensure that the personal data collected is accurate, 
complete, not misleading and kept up to date.24 Employers 
may put in place an annual update system where 
employees are required to review and correct or update 
their personal data.

It is of the utmost importance that the highest security 
standards are applied by employers in protecting 
employment records from loss, misuse, unauthorised 
or accidental access or disclosure and alteration or 
destruction.25 In taking security measures, employers may 
institute a system of secure cabinets, access controls and 
passwords to ensure that employees can only gain access 
to employment records where they have a legitimate 
business need to do so.

Upon termination of employment
Although the employer-employee relationship may 
have come to an end, employers are still obligated to 
take reasonable steps to comply with the PDPA. As the 
personal data was recorded because of the employer-
employee relationship, the need to keep the information 
should be considered when the relationship ceases to 
exist.

While the PDPA obligates the data user to take all 
reasonable steps to ensure that all personal data is 
destroyed or permanently deleted if it is no longer required 
for the purpose for which it was to be processed,26 
employers should be mindful of legal obligations in relation 
to retention of personal data of employees after the 
cessation of employment, i.e. s 61 of the Employment Act 
1955 mandates employers to keep information registers 
of their employees for a period not less than six years.

Clearly, the retention of employment records involves a 
balancing exercise between data protection principles 
and legislative requirements. Therefore, it is important to 
ascertain on what basis employment records are being 
retained. For example, employers may retain records of 
employees who have been injured during the course of 
their employment (sensitive personal data) for a period of 
up to six years for the purpose of defending a potential 
personal injury claim, as the Limitation Act 1953 provides 
that an action must be brought within six years from the 
date the cause of action accrued.27

21 Id, s 12
22 Id, s 31(1) 
23 Id, s 36
24 Id, s 11
25 Id, s 9(1)
26 PDPA, s 10
27 Limitation Act 1963, s 1
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28 <http://www.pdp.gov.my/index.php/en/pusat-media/berita/989-pengguna-data-yang-telah-dikenakan-tindakan-di-bawah-akta-perlindungan-data-
peribadi-2010-akta-709>

Employers should also be cautious when responding to 
requests for references of current employees by another 
organization as this generally involves disclosure of 
personal data. As expression of opinion falls under the 
definition of personal data, employers should always 
obtain the employees’ consent when responding. It is good 
practice to have in place a policy outlining how reference 
requests should be handled and the type of information 
that can be provided. It is also prudent to obtain the 
employees’ consent for employers to provide references 
on them upon the termination of their employment 
contracts. This is best done at the commencement of 
the employment contract where the employer-employee 
relationship is usually at its optimum.

Better safe than sorry
Since the coming into force of the PDPA in November 
2013, a few companies have been charged by the 
Personal Data Protection Department for breach of the 
PDPA.28 Employers should, therefore, proactively assess 
whether the current systems or policies adopted in the 
organization are sufficient to comply with the principles 
under the PDPA. Where necessary, practical steps shall 
be taken in line with the principles of the PDPA to avoid 
preventable legal disputes.          LH-AG
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